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Abstract. In recent years, new educational processes of continuous learning have been formed in the world
in the form of express courses, mini-seminars, conferences, etc. The widespread use of nanotechnology products,
biotechnologies and other modern fields of science and technology also requires the improvement of modern
educational activities. The development of the Internet contributes to the rapid processing of large amounts of
information, multidimensional data analysis and the formation of management decisions in conditions of
uncertainty and risk. There is a growing need for specialists with risk management skills and rapid adaptation in
their professional activities to unstable situations.The situations taking place in the world, such as a pandemic,
vaccination, special operations, wars and other uncertainties, show the lack of pre-worked out schemes of action
for a person who does not always understand how to behave in certain conditions. Therefore, he has to quickly
change his thinking and look for new approaches, because "the number of factors that need to be taken into
account today exceeds the capabilities of consciousness". Professional training and retraining of specialists who
are able to work in rapidly changing unstable situations and have the appropriate knowledge and competencies
is of great importance. Such qualified specialists will be in demand in the coming years in the labor
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The main part. The large-scale introduction of "digitalization", globalization, the growth
of competition have significantly improved modern society, having an impact on the
economy, politics and other spheres of life. Simultaneously with these processes, fundamental
changes took place in the education system, since its transfer to the electronic environment
actualized scientific research on information security. Describing security in general, it can be
emphasized that this the need for protection from external and internal threats, i.e. prevention
of causes and circumstances that generate risks. Professional training and retraining of
specialists capable of working in rapidly changing unstable situations, possessing relevant
knowledge and competencies, becomes important.

Introduction. Much of what is happening in the world is explained by terms such as VUCA,
which characterizes the effectiveness of activities in an unstable, complex and aggressive
environment. The word VUCA is an acronym, (volatility, uncertainty, complexity, ambiguity -
instability, uncertainty, complexity and ambiguity) combines four concepts that fully reveal the
essence of the phenomena of the modern era beyond human control. "The term was coined in the
1990s by the US military, and today it is used in the business environment to denote the
conditions in which companies operate" [1, 2].
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New education systems are emerging, among which one can distinguish "Smart education”
(from the word "Smart" meaning "smart, advanced") based on the ideas of digitalization and
informatization.

At the same time, "the Internet, whose number of users in the world exceeds 1.3 billion a
person is a key factor in the formation of Smart universities, turning the learning environment into
a more flexible, updated, interactive and personalized" [3]. Smart--universities for our country are
the most rational way to organize cooperation between teachers and students, whose main goal is
to form a model of a new generation specialist, based on uniform standards and technologies.

Minister of Science and Higher Education Sayasat Nurbek said at a meeting of the
Government of the Republic of Kazakhstan that a new form of education has been introduced —
online learning. Universities will switch to the smart university model," According to him, this
provides for the formation of a student's digital profile, that is, student life track, the development
of digital EdTech services, and the optimization of processes in accordance with advanced
digitalization trends [4]. In other words, the education system faces new challenges related to the
preparation of a person for activities in the virtual world. This makes it necessary to protect the
security of information in order to resist attempts to manipulate the consciousness of the student.

Materials and methods.Taking into account the above, the main approach to conducting
research is to study all available means of communication of the education system, which would
also expand the possibilities of security of virtual communication, which has its own rules and
regulations.

The existing forms of training have shown that many technologies used in the personnel
training system are insufficiently provided with the necessary software package, there is no
unified software standard, there are not enough specialists to service technical devices. An
analysis of education in some CIS countries has shown that despite the fact that information
security is regulated by law, important issues of information protection have not yet been given
due attention.

Results and discussion. In this regard, the education system needs to focus on a
comprehensive assessment of the effectiveness of training highly qualified personnel in the field
of information security, analysis and comparison of the achievements of the CIS countries with
other countries. The model of a new generation specialist should be built taking into account
international achievements in educational activities in order to adapt it and apply it in the process
of training specialists. To begin with, such a specialist model should be tested on the example of
universities that are aimed at training specialists in the field of information security systems. It is
important to form the principles of quality and competence of their education at universities and
create an innovative educational environment on this basis. At the same time, it is important to
actively interact and orient the educational process in the university environment in order to track
dynamic changes, synchronize activities related to data protection, and reduce threats and
vulnerabilities of information arising in the process.

The main areas of research in this area are the creation of a comprehensive and standardized
database for training information security specialists, allowing comparisons with other countries.

Special importance should be attached to the calculations of various indicators, such as:

1) general characteristics of the information security system in the CIS countries and abroad;

2) the number of universities that train specialists at the international level,

3) the need and costs of training qualified personnel, etc.

Conducting such an analysis will help to understand the specifics, demand and needs for
specialists both for the country as a whole and for each region.

No less important is the study of the interrelationships between the training system in the
field of information security and its effectiveness based on a comparative assessment of the
Kazakh model of training specialists with the countries of Europe and Asia. This direction
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provides for the consideration of competence-based and innovative approaches in these countries
with an emphasis on the application of achievements that provide high-quality training of
specialists in this field. The competence-based approach is aimed at strengthening the practice-
oriented nature of education, i.e. the presence of diverse experience and skills for the practical
application of knowledge. The development of an innovative approach provides for the
fundamentalization of education, that is, the real participation of the university in the processes of
modernization of the economy.

It is also necessary to determine the structure of the safety training system aimed at finding
promising ways to improve the effectiveness of the educational process. The main task should be
the differentiation of universities in the international space, which will allow analyzing the
structure of training in this field of education, their impact on the development of the economy.

Also, for the purposes of the review, it is recommended to compile comparative tables on the
problem under study, allowing for scientific research in the regions and throughout the country,
including neighboring CIS countries, their mutual interaction not only in the field of information
security, but also in other sectors of the economy. This will allow a deeper study of the problem
under study at the international level. This approach will serve as a tool for analyzing the training
of personnel in the analyzed countries for decision-making and promotion of activities based on
criteria that take into account the realities of each country.

In the process of training specialists of this profile, it is periodically advisable to interact with
interested parties and disseminate information through websites, social media accounts, etc., as
well as hold online and offline conferences with the participation of well-known professors
interested in joint research on the implementation of planned tasks.

International experience. The global education system has a different number of programs
related to general issues of training information security specialists, including in business
structures.

The analysis and generalization of Internet resources devoted to the problem of training
specialists in this field has shown that each country has its own priorities of educational programs
in the field of information security. In particular, in the USA, when considering the subject area of
bachelor's degree training in information security is distinguished by four enlarged blocks:

1. Information security.

2. Computer security.

3. Investigation of computer incidents.

4. Computer network security.

When preparing masters in this field, in addition to the above, two more enlarged blocks are
allocated:

1. Information security management.

2. Economics of information security.

There are also many mixed areas of training, such as "Information security and risk
management". At the same time, bachelor's and master's degree programs provide greater
flexibility in the choice of disciplines to study and, consequently, greater freedom in individual
training.

The French training of specialists in the field of information security is clearly focused on the
study of issues related to cryptography, network security and audit of information systems.
Among the features of the French school of training specialists in information security, we note
that students are given a serious mathematical education necessary to master the mathematical
aspects of cryptology and network security.

This is due to the fact that in France, structures are being actively formed to control citizens
in cyberspace with a tendency to intercept messages in French (and not only) electronic
communication lines.
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In Germany, special attention is paid to disciplines related to the collection of evidence and
investigation of computer security incidents, the use of software and hardware protection of
information, including electronic keys.

In the UK, much attention is paid to the issues of computer expertise, as well as various
aspects of information security in open business systems and e-commerce.

In the CIS countries, these aspects are not given due attention. There are a number of
universities that train specialists in this field. At the same time, many issues related to the training
of specialists are not always solved in a coordinated manner, relying on the experience and
achievements of foreign countries, among which one can distinguish:

- lack of programs for the study of various technical systems introduced into the educational
process with interactive interaction of learning outcomes and trajectories.

- generalized competencies in the training of information security specialists introduced into
the educational process do not provide for a periodic update mechanism;

- insufficient statistical information and data detailing training indicators, etc.

In connection with the above, an important problem of training specialists in the field under
study is the creation of a national cloud repository, i.e. a place where any data, electronic
educational resources, etc. are stored and maintained on the basis of agreements, standards and
technologies common to educational institutions and teachers. There are repositories for storing
programs written in the same language (for example, CPAN for Perl) or designed for the same
platform. With a certain modification. such an educational environment can be effectively built on
the basis of a national cloud-based scientific and educational infrastructure in this specialty.

An important area of expanding access to information is the development of autonomous
electronic textbooks covering special subjects on the subjects of training students.

The creation of an intelligent scalable information and educational environment in the
training of specialists of this profile is possible using such technologies that open up the
possibility of using modern software, electronic educational resources and services aimed at
reducing threats and vulnerabilities in the protection of information.

Would especially like to focus on the experience of the Czech Republic. There are many
different universities here that are engaged in training personnel to ensure information security.
Among them is the Czech Technical University, in which the training system is distinguished by
its originality. First, students study the general program, and then they can choose one of the six
directions, which are described in more detail in the article [5]. The Institute for Security Studies
was established in Prague in 2002. The goal is to move forward in building a just, secure,
democratic and free society in the Czech Republic and other post-communist States [6]. For
example, the Master's program offers courses that go far beyond regional and transatlantic
security issues, covering the Middle East, East Asia and other areas. Special attention is paid to
such disciplines as international economics and finance, intelligence gathering and dissemination,
as well as global energy security.

In the Czech Republic, the first computer science faculty was established at Masaryk
University in 1994. In addition to information technology skills, the program also stipulates that
its graduates should be familiar with related fields, such as legal regulation of information
security, international relations or security in general.

Taking into account the experience of European education in the CIS countries, it is
necessary to create a single national data processing center that will significantly reduce costs and
increase the requirements for the qualification of a specialist Important in this regard is the need
for prompt response to certain consequences of decisions taken at the state level, which are
interrelated and are reduced to:

1. Awareness of the relevance of the training system in the field of information security,
possible consequences and the relationship with the efficiency of the functioning of the national
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economy.

2. It is necessary to disaggregate a sufficient amount of data on the international training of
specialists in this field using entropy methods.

3. Generalization of information should be aimed at identifying various information scenarios
of threats and vulnerabilities in order to provide convergent solutions.

Methods of achievement of effectiveness:

1. The sources of initial information will be a review of scientific literature on the subject
under study, regulatory provisions and laws of on information security and training in this area.
As the primary information for scientific research, the materials of anonymous questionnaires of
various categories of students.

2. Methods of information transfer in the field of education aimed at cooperation between
universities, allowing access to high-quality, but less expensive knowledge. The main goal of the
program is to enable any citizen to receive any education on the basis of universities operating in
other countries.

3. Methods of application of telecommunication technologies in multimedia courses on the
example of the Open University (Open University) in London (UK), in the USA - the National
Technological University in Colorado, which in 1991 wunited 40 colleges into a
telecommunications network.

4. Research methods that contribute to the creation of a close connection between learning
and teaching, which will allow to receive operational information about various changes in the
educational process and provide access to operational information Such electronic services will
allow to individualize learning.

5. Presentation of an analytical review based on methods of identifying the most popular
information resources for various categories of users of open communication of teaching staff,
students and employers on the organization and content of education. Based on the approbation of
the results obtained, it is necessary to develop Methodological recommendations that ensure
effective control of students' knowledge in this specialty.

6. Methods for determining the security of information arising in difficult conditions of the
internal and external environment (pandemic, crises, changes of power, etc.).

7. Methods of identifying contradictions between urgent educational needs aimed at creating
favorable conditions for the development of a system of training specialists in the field of
information security, adaptability of standards and forms of training, mobility of trainees,
reflexivity and replacement of external control technologies, as well as other forms of unforeseen
challenges and crises of the educational environment in the modern world.

Conclusion. The proper functioning of the security of various systems also sets new goals for
the "creators" and "consumers" of this information. In this regard, the proposed solutions to the
problems of personnel training in the information security system are special for the science the
future of which will largely contribute to the progressive development of many spheres of life.
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AKITAPATTBIK KAVITICI3JIK MAMAH/IAPBIH JTASIPJIAY
@.C. Ceiioaxmemosa’, M. Ilacexosa ’, P.K. Capuizynoea 3, K.JK. Illonnanéaeea*

LAnmamor 2ymanumapivl - 3KOHOMUKANbIK YHUeepcumemi, Aimameot, Kazaxcman
2T.Bamu amvinoasvl 3nun yrusepcumemol, Yex Pecnybnuxacol
3K Banacazein amoindazel Koipeviz ynmmelx ynueepcumemi, Buwikex Koipsevicman
“Coapcen Amanaconoe amoinoasol [llvizvic Kazaxcman ynusepcumemi, Ockemen, Kazaxcman

Tyiiin. Conzb sicoLnoapul anemoe drcana Oinim bepy npoyecmepi KATbINMAcuin 9KCHPeCcc-Kypemap, wiaebii
ceMuHapaap, Kongepenyusanap xcane m.o. mypinoe y30ikciz okelmyaap key mapanyoa, bByn apmypni 6inim 6epy
Jrcyiienepiniy  unmezpayusacein kepcemeoi. Hanomexnonozusnvix onimoepoi, OUOmMexHoro2usiapobl HcaHe
SbIIbIM MeH MEeXHUKAHbIY 0acKa 0a 3aMAaHayu CanalapulH KeHiHeH KOJOaHy Kaszipel 3amawnewl Oinim Oepy
KblaMemin oicemindipyoi manan emeodi. Mnmepnemminy 0amybl YiKeH KoiemMoe2l aknapammol Hevlioam eHoeyol,
Oepekmepoi Kon onuemoi manoayovl dicone 0en2ici30iK neH mayekel AHcaeoaublHOa 0acKapy wewimoepin
KaIblnmacmulpyobl JHCIHE HCAN2ACbIPY Kadxcemminikmi myaovizadvl. Tayekendepoi backapy oazovliapvl b6ap
JiCoHe KaciOu Kvlameminoe MYpaxcul3 dcagoaiiiapea me3 OelimMoenremin MAMAHOApea Kadicemminik apmolin
xenedi. Ilandemus, 8akyunayus, apHaiivl ONepayusalap, cogvicmap dcone b6acka oa bOencicizoikmep CUAKMbl
anemoe Oonvin JcamKan dcagoaiiap 6eneini 6ip dcagoaunapoa 63iH Kanau Ycmay KepeKmiciH pKaulaH
mycinbetmin adamoa andvli ania a3ipieneen apeKem yaciiepiniy scoxmuiebii kopcemeodi. COHObIKMan o1 O3iHiH
OunaAyblH me3 632epmin, dcana macindepoi izoeyi Kepek, elimkeri "Oyeinei KyHI eckepiremin hakxmopaapowiy
Camvl canamnvly MymKinoicinen acvin mycedi". Tuicmi Oinimi men Ky3vipemminiei 6ap, me3 o32epemin mYpaKcols
Jrcaoaunapoa JCyMuic icmeti ANamvlH MAMaHOApObl Kaciou 0asapaay JHcane Kauma Odapiay Maybl30bl MoHze ue
6onaovl. Mynoaii 6inikmi mamanoap andagvl HColioapbl eHOEeK HapuleblHOd CYPaHbicKa ue 6oaadvl. By
MAaKanaoa ocel caiaddaebl MamaHoapobl 0aapaay Ke3inoe aKknapammoik Kayincizoikmi jcyseze acvlpy H#on0aApbit
awy2a apexem HcacanieaH.

Tyitinoi ce3dep: 6inim bepy oicyiieci, aknapammolk, MEXHOAOSUSLAP, MAMAHOAP OdApaaYy, AKNAPAmmblk
Jcytienepi, aknapammoik Kayincizoix, aknapammsi Kopaay.

INOATI'OTOBKA CIIEHUAJIUCTOB B OBJIACTH
NH®OPMAIIMOHHOU BE3OITACHOCTH

@.C. Ceiioaxmemosa' *, M. Ilacexoea?, P.K. Capuvizynosa’, K.JK. Illonnanoaesa’
L Anmamuncxuil 2ymanumaprno-skonomuyeckuti yuusepcumem, Aamamol, Kasaxcman
2Vuusepcumem um. T. Bamu ¢ 3nune, Yeuwickas Pecnybnuxa

SKoipevizcxutl nayuonanohviil ynusepcumem umenu XK. Banacazvina, buwxex Kvipevizcman
‘Bocmouno-Kazaxcmanckuii ynueepcumem um. Capcena Amansconoea, Yemo-Kamenozopexk, Kasaxcman
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Pestome. B nocreonue 200l 6 mupe cqhopmuposanucy Hogvle 00pa308amenbHble NPOYECChbl U NOIYYAIOM
pacnpocmpanenue HenpepvieHoe obyueHue 6 hopme IKCNPecc-Kypcos, MUHU-CEMUHAPOS, KoHnpepenyuil m.o.,
umo ceudemenbcmeyem oo uUHmezpayuy CUCHeMbl Pa3iudhblx U008 obpazoeanus. LLlupokoe ucnoavsosanue
HAHOMEXHONOSUYECKUX NPOOYKMO8, OUOMEXHONO2U U OpYeUX COBPEMEHHbIX 00nacmeil HAYKU U MeXHUKU
makdce mpebyem — COBEPUICHCTNBOBAHUSL  COBPEMEHHOU  0bpazoeamenvhou  OesmenvHocmuy. Pazeumue
Humepnema cnocobcmeyem Ovicmpoil 00pabomku 6016uuUx 00beM08 UHGOPMAYUY, MHOSOMEPHO20 AHANU3A
OQHHBIX U (DOPMUPOBAHUSL YNPAGIEHYECKUX peuleHUll 8 YCI08Usx HeonpeoeleHnocmu u pucka. Pacmem
nompebHOCmb 8 CReYUATUCTNAX, 0OAA0AIOWUX HAGLIKAMU YNPAGLEHUS PUCKAMU U ObLCMPOU adanmayueil 8 c8oetl
npogheccuonanvHol desmenvhocmu Kk HecmabunvHuim cumyayuam. Cumyayuu, npoucxooswue 8 mupe, maxue
KaKx naHoemust, 8aKyuHayusl, cCneyonepayuu u opyaue HeonpeodeieHHOCmU, NOKA3bIBAon Omcymcmeue 3apanee
npopabomaHHbiX cxem 0elucmaull y YeioseKkd, KoOmopbulll He ce20a NOHUMaem, KaK eecmu ceds 8 ONpeoenreHHblx
yenosusx. Tlosmomy emy npuxodumcs Oblcmpo MeHAmb C80e MbLULIEHUe U UCKANb HOBble NOOX00bl, NOCKOIbKY
"konuuecmeo haxmopos, Komopwvie HeOOXOOUMO YUUMBIBATb Ce200HS, NPEGLLULAET B03MONCHOCU CO3HaNUs".
Baoicnoe  3nauenue npuobpemaem npogeccuonanvmas no020mMoska U Nepenoo2omosKa CHeYUuamrucmos,
CnocobHbIX pabomams 8 6bICIMPO MEHAIOWUXCA HECMAOUTLHBIX CUMYAYUAX, 001A0AIOUWUX COOMBEMCMBYIOUUMU
3HanuamMu u komnemenyuamu. Taxue keanuguyuposannvle cneyuarucmol 6y0ym 6ocmpebo6anvl 8 daudICcaliuiue
2006l HA pulHKe mpyod. B oannou cmamve npeonpumnama nOnvimMKa pAackpvlms CHOCOObI peanruzayuu
uHpoOpMayUoHHOU Oe30nacHOCMU NPU NOO2OMOBKe CNEYUATUCMO8 6 MOl 00aacmu.

Kniouesvie cnosa: cucmemvl 006pazo8anust, UHPOPMAYUOHHbIE MEXHOLO02ULU, NOO20MOBKA CHEYUATUCTOS,
uHpopMayuoHHvle cucmemsl, UHPOPMAYUOHHAS DE30NACHOCMb, 3auuma UHHopMayuu
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